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ABSTRACT

The transmission of medical data and the possibility for distant healthcare structures to share experiments about a given medical case
raises several conceptual and technical questions. Good remote healthcare monitoring deals with more problems in personalized heath
data processing compared to the traditional methods nowadays used in several parts of hospitals in the world. The adoption of
telemedicine in the healthcare sector has significantly changed medical collaboration. However, to provide good telemedicine services
through new technologies such as cloud computing, cloud storage, and so on, a suitable and adaptable framework should be designed.
Moreover, in the chain of medical information exchange, between requesting agencies, including physicians, a secure and collaborative
platform enhanced the decision-making process. This paper provides an in-depth literature review on the interaction that telemedicine
has with cloud-based computing. On the other hand, the paper proposes a framework that can allow various research organizations,
healthcare sectors, and government agencies to log data, develop collaborative analysis, and support decision-making. The
electrocardiogram (ECG) and electroencephalogram EEG case studies demonstrate the benefit of the proposed approach in data
reduction and high-fidelity signal processing to a local level; this can make possible the extracted characteristic features to be

communicated to the cloud database.
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1. INTRODUCTION

The spectacular progress in communication technology has
boosted the telemedicine which seems to be a new medical
practice preference in medical areas [1]. One of the benefits
carried out by this new medical discipline is, for instance, the
stomatological diagnosis. Thanks to the communication and
computer technology, the stomatological diagnosis can provide
a safe and reliable remote diagnostic, counselling care, distance
education and other information services of medical activities [2].
In recent years, various standards for health care research
regulation have been developed. Evidences in the literature have
proven that studies based on IEEE and ISO standards [3] enable
a good compliance in terms of collaboration with healthcare
industries, government agencies and research institutes towards
developing novel approaches and methods for handling and
controlling diseases. In fact, implementing a reliable
collaboration system in telemedicine has a tremendous
advantage. It breaks distance restrictions, so that different
medical institutions can provide diagnosis; it improves the

exchange accuracy for medical advices; it provides a cooperative
working environment suitable to shate data and information
helping in dealing with emergencies. Since then, telemedecine has
demonstrated a huge prospect thanks to everyday development
of information and telecommunication technology [4]. A part
from pravicy and security concerns, medical data transmission
still face data transmission problem. According to statistics
provided by the second Xiangya hospital [5], most of medical
data produce over 1 GB , and those massive generated data often
tend to have a growth rate exceeding the speed of the expansion
of the mobile IoT bandwidth. This aspect was confirmed by the
Cisco’s yearbook report [6] demonstrating that they can account
for more than 85% of data traffic. This paper is elaborated on
the assumption that sensors are used to collect comprehensive
physiological information from targeted patients and uses cloud
to store and analized those information. The data from the latter
process are sent to the service provider for deep investigation. At
the same time, those information can be used to remotely
monitor health condition of the patient. Various sensors are
nowadays used in clinical care, storing data from the used sensors
in the cloud for more complex analysis and share the results with
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the medical professional for further examination is the core idea
beside this paper.

2. DIAGNOSIS IN TELEMEDECINE THROUGH A
COLLABORATIVE FRAMEWORK: A LITERATURE SURVEY

2.1. General overview

The Internet of Things (IoT) in collaborative medical
framework is considered to be the most fundamental aspect
enabling collaboration in telemedicine, because it allows
healthcare applications to fully use the IoT and cloud computing
[7]-[9]. The framework also provides protocols to support the
communication as well as broadcast of raw medical signals from
different sensors and smart devices to a network of fog nodes. A
good insight of a collaborative framework has been introduced
by Yang et al. [10] and Almotiri et al.[11], where they have
suggested an architecture able to collect data on the patient
health thanks to several sensors, and transfert them to a remote
server for processing and giving the possibility to display the
results. The Figure 1 shows essential components needed in a
collaborative framework for collaborative system in telemedicine
diagnosis.

In ideal situation, sensors have to constantly collect patient’s
health condition and vital information. The collected data are
then sent to hand-held devices via edge router where it will
analyzed and store on a cloud computing platform for further
evaluations as presented in the Figure 2.

It is worth to mention here that, sensors are continuously
sending patient’s vital signs as raw information such as
electomyograpy (EMG), electrocardiogram (ECG),
electroencephalogram (EEG), body temperature, blood glucose
(BG) and so on. The good data exchange platform architecture
ensures that all sensors operate smoothly so that users can
interact with them easily. ECG and EEG are demonstrated in
section 3 of this paper as show cases.

2.2. Cloud computing for telemedicine

In information technology, the cloud computing becomes the
hottest subject nowadays. The computing ressources allocated by
is in fact on-demand, scalable and secure to users. In a work done
by Sultan et al. [12] cloud computing is described as the backbone
of IoT health systems. The cloud computing has the advantage
of providing the capability of sharing information among health
professionals, research institutes and patients in a more
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Figure 1. Basic subsets in collaborative framework for heathcare in
telemedicine.

Figure 2. A typology for remote patient monitoring using body sensors.

structured and organized maner, which minimized the risks of
medical record lost [13]. The Figure 3 presents the platform of a
remote healthcare monitoring system based on cloud computing.
Each layer in the platform is designed to handle a specific task
and it can be implemented in the way to serve various query for
healthcare.

The cloud storage and the multiple tenants access control are
the “master layer” of the platform. It assures the collection of the
healthcare data from sensors such presented in the Figure 2 (layer
1). The healthcare annotation layer solves data heterogeneity
issue, which is a big deal in signal processing discipline. The fact
that, sensors used for telemedicine purpose generate data of
various type, this complexifies the data sharing automation
among agencies. One way is to just create an open linked life data
sets to annotate personal healthcare data and integrate dispersed
data in a patient-centric pattern for cloud application [14]. The
data analysis layer processes data stored in the cloud to assist in
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Figure 3. Cloud-computing based on remote health monitoring — functional
platform.
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Figure 4. Main attributes in fog computing architecture : an illustration.

clinical decision making. One can see in Figure 4, mining
algorithms are constructed in order to induce clinical paths from
personal healthcare data.

It is important to point out here that, major part of the cloud
data centers are geographically centralized and located way far
from end-users [15]. For telemedicine application which often
requires immediate real-time feedback, communication between
users and remote cloud servers are the reason of major issues like
delays in round-trip, network congestion, and so on. Those
observations led to new evolutions in cloud computing, such as
fog computing and big data, the cloud computing got then
extended and got able to support high scalable computing
platforms [16]. In [6], one can evidently see that, CISCO was the
first to introduce the fog computing concept as a possible
solution to extend cloud network edge computing power and
storage capacity. Fog computing is known to be closer to devices
and possesses a dense geographical distribution, so applications
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and services can be placed at the edge of the local network, which
reduces bandwith usage latency. In this way cloud gets closer to
the user, and the processing gets done locally, minimizing
network Itency and bandwidth usage. The main fog computing
architecture as illustrated in the Figure 4.

The interest beside the use of fog computing layer is deeply
discussed by many authors, where they analyzed the role of fog
computing in implementing healthcare monitoring framework
and they proposed a mediator layer to receive raw information
from sensor devices and then store them on the cloud.

3. CASE STUDY AND DISCUSSIONS

Embracing collaborative edge computing helps healthcare
organizations visibility over patient care cycles. Sharing
information practionners (phycians or health professionals) can
give organizations a clear big picture view of what’s going on and
how to deal with it. Moreover, this technology effectively
contributes to the process of organizations of the health system
(hospital or health center) from the point of view of the exchange
of data in a reliable way, in particular for urgent critical cases
presented by patients, such as neurological, cardiological
problem, etc.

Figure 5 represents the proposed collaboration architecture of
two healthcare centers, respectively A and B. We consider two
patients under ECG and EEG diagnosis, as shown in the
diagram, who are. This part constitutes the first block for the
diagnosis based on the designed architecture, specifically for
ECG and ECG study cases. The diagnosis is made for two
patients, each in these healthcare centers where their biosignals
are captured. The second considered a block of the process, and
the result is composed of three compartments where each one
plays a specific role, starting with the acquisition in the local
interface, and the data received from another health center, via
the data management, and the local storage for the final result
after analysis and interpretation of data at the level of the third
compartment (Data analysis).
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Figure 5. The proposed collaborative architecture.
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This nature of collaboration between the network edges is
attributed in two healthcare centers named Edge A and Edge B
to ensure the reliability, storage, and processing of geographically
distributed data. One of the main scopes of this architectural
configuration is the exchange of diagnosis between two
healthcare centers or multiple healthcare ones. This exchange is
necessary to carry out specific comparisons amongst patients of
the same age range and the same characteristics. Due to heavy
file dimensions, the proposed architecture also allows
performing remote access without displacing files. That is
possible thanks to the cloud.

3.1. ECG Monitoring

In medical applications, ECG sensors record the electrical
activity of a heart at rest, then deliver acquired information about
HR and rhythm. The recorded information is crutial in eatly
prediction of a heart enlargement due to hypertension or heart
attack. The integration of IoT in ECG for telemedicine practices
has a tremendous benefits and high potential to warn users about
heart rate abnormality, which is a vital sign of early heart desease
detection. In this paper, two patients have been considered. In
the Figure 6, the output ECG signal of two patients is presented,
where the filtering sequence uses Pan Tompkin’s QRS detector.
For the comparison purpose, the signals have been
downsampled to 250 Hz. Each window represents 5.5 seconds
of data. Each stage introduces a delay with a cumulative delay of
40 samples.

For a optimum filtering, the butterworth filter is used in this
study. The filtering range is between 4 Hz and 20 Hz, the filter is
of order 4. The proposed processing algorithm is implemented
in matlab.

In Figure 7, one can see the respiratory rate which is a critical
and one of the vital signs used in telemedicine. R-R interval has
been used for detection. Due to the change in heart rate
synchronized with respiration, the R-R interval of the ECG is
short during the respiration, and long during expiration [18].
However, the morphology of a heart can vary greatly depending
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Figure 6. Processing sequences for patient 1 and patient 2.

on the patient as shown in Figure 7. Usually, normal heartbeat
for a patient can resemble an abnormal beat for another. The
Hamilton and Tompkins algorithms used in this paper [19] are
then used for peak energy amplitude detection rather than the
detailed morphology of the ECG.

3.2. EEG monitoring

EEG are known to be interesting source of information for
remote healthcare and can be associate to ECG for enhancing
the diagnosis task [12]. The issue though is to apply appropriate
techniques to extract information prior to upload to the cloud,
so that medical agencies can take advantage of them for proper
and accurate diagnosis. This paper adopted the Filter
Diagonalization Methods exploited by A. Lay-Ekuakille et al. [20]
to extract relevant parameters such as complex frequencies from
a given window. EEG can be seen as signals that are sums of
damped exponentials, which makes suitable to apply FDM
and/or the Decimeted Signal Diagonalization (DSD). The band-
limited decimated signal can be modeled as

chua = Z e 9™ Im e, <0, (1)
k=1

whete wj and dj ate complex frequencies and amplitudes

respectively. If M is the times at which the signal is sampled, then

for each of the M signals, the diagnonalization for FDM

algorithm can be implemented as follow:
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Figure 7. Filtered, smoothed and processed ECG for patient 1 and patient 2.
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In (2) and (3), complex frequencies are extracted from the
eigenvalues Uqy, and Uyy . The reader is encouraged to find more
detailed on FDM algorithm structure in [21]. As for the ECG
case, the EEG is considered for the patient 1 and patient 2, where
patient 1 is the unsuspected child and the latter is the suspected
child. Figure 8 presents the bisepstrum of the signal ranging from
10801 up to 12000 samples. The bisepstrum is built for the
second interval for the patient 2 as can be seen in Figure 9.

An important clinical feature for both suspected and
unsuspected cases (epilepsy in this case) are presented in Figure
10 and Figure 11 respectively for patient 1 and patient 2.

As stated above, cloud computing provides secure platform
for two-way sharing of research data across different agencies or
institutions. Platforms such as google-cloud, GIFT-cloud, etc...
are designed to meet the need of collaborative research project
by simplifying data transfer. The EEG and ECG characteristic
features obtained in this elaboration, make easy to integrate with
IT local infrastructure of the institutions that provided clinical
data and expertise, with end-user within routine clinical
workflow. The results are presented such as supports for varied
collaboration agreements between institutions and related access
control restrictions. The improved scheme proposed in Figure 5,
makes possible the configuration as well as the update, and can
allow new modalities to be added via the server without requiring
software updates. Features extracted such as bispectrum
presented in Figure 12 simplified the development of the
research software. The idea is straitforward, such that the
development allows to automatically fetch the data directely
from the server, given the fact data has been uploaded from
research center (in our case). These features are not just accurate,
but also useful for both medical research projects where data
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Figure 9. The bispectrum and associate representation for patient 2 (here the
sample is 7201 - 8400).

sharing is required between researchers and clinical institutions
and medical professionals for decision making.

4. CONCLUSIONS

Telemedicine aimed to provide high-quality medical services,
given that healthcare facilities nowadays hardly satisfy
populations' needs due to limitations of public medical resources
and infrastructures. This research proposed a cloud-computing-
based architecture for decentralized and collaborative diagnosis
by highlighting patients' data storage after meaningful feature
extraction. In this way, a medical professional can rapidly grasp
the patient's state in question and make an accurate decision
easily. As reported at the beginning of section 3, collaborative
edge computing certainly helps healthcare organizations in the
spirit of connecting hardware and software issues in a unique
platform for decision making in the interest of patients [22], [23].
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Figure 10. The bispectrum and associate representation for patient 1 (here
the sample is 7201 - 8400).
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Figure 11. The bispectrum and associate representation for patient 2 (here
the sample is 7201 - 8400).
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Figure 12. Superposition of bispectrums associate to patient 1 and patient 2.
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The personalized care is another field of the unifying
platform.The contributions of this research inevitably include
data reduction and high-fidelity signal processing to a local level
to extract characteristic features and communicate them to the
cloud database. A demonstration of EEG and ECG features
extraction was carried out, and detailed on how the deployment
of obtained processing results on a cloud-based application has
been presented. To obtain the desired outcome, the study
suggested a deployment using a system consisting of at least
900 MHz 32 quad-core ARM Cortex-A7 CPU, and 2 GB RAM.
The dataset exploited is from MIT-BIH Arrhythmia, and ranging
from 16.24 kB to 36.45 kB. The suggested architecture makes
possible the reduction of data around 97 % while most suggested
architectures in the litteratre present an accuracy about 89 %.
Moreover, the time taken by the transfert is estimate to
15 seconds, which validates the efficacy of the proposed
architecture in monitoring vital signs such EEG and ECG in
even real-time. On the other hand, the study provides a high-
level understanding of the cloud-bade IoT system and remote
healthcare monitoring.
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