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1. INTRODUCTION 

Calibration is defined by VIM (JGCM200:2012) as the 
"operation that, under specified conditions, in a first step, establishes a 
relation between the quantity values with measurement uncertainties provided 
by measurement standards and corresponding indications with associated 
measurement uncertainties". It is usually accomplished after the 
instrument gets out from the production line or at regular time 
intervals during the instrument's life time. Calibration is often 
considered by companies as being the process of measuring the 
offset and the gain errors [1], [2] and trimming the analog 
circuitry in order to correct these errors, being confused with the 
adjustment process. During the factory adjustment, the 
correction values are stored in the nonvolatile memory of the 
instrument and they are used during operation to directly correct 
the indication. Later, the errors change in time due to aging and 
with temperature, making these values invalid after a time period, 
requiring a new adjustment. Depending on the needs, the 
instrument must be checked at least once a year, but it can be 
even earlier (6 or 3 month) if necessary. 

Modern instruments are programmable via the built-in 
interfaces, like USB or GPIB [3]. A software control loop can 
control several instruments in order to get an automated test 
system. If one or more of the instruments have no interface, the 
process can be only partially automated using video processing 
[4], on single range or function, while switching ranges/functions 
are performed manually. The commercially available remote 
control software from the producer is not suitable in most cases 
for metrological purposes [1], and hence custom software must 
be developed for each instrument. 

In [3], an automated calibration system for electrical sources 
and measuring instruments like Digital Multimeters (DMMs) has 
been described. It is intended for several well known instruments 
like calibrators (Fluke 5720A or Wavetek 9100) or DMMs (Fluke 
8506, Fluke 8846, HP 3458). The software is built in LabView 
and allows controlling the calibration system, eliminates the 
human errors and performs statistical processing.  

In [2], an automated measuring station for the determination 
of calibration intervals for DMMs is presented. The authors are 
using a standard device and a verified instrument, both equipped 
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with communication interfaces. The test is performed every 2 
month interval up to 1 year.  

In [5], authors present an automated calibration system for 
DMMs without a Communication Interface. They are using 
video processing to "read" the numbers provided on 7 segment 
displays. The process is partially automated, the operator's task 
being to change the ranges and functions.  

In [6] it is shown that the calibrations can be performed on 
site based on travelling standards, without requiring the presence 
of any specialized personnel from the metrology lab. Such 
situation needs an Internet connection to automatically and 
securely send the calibration data on a server.  

There are several approaches described above, but for any of 
them the software is a custom design one, being fully automated 
or partially automated, depending on the instruments. Despite 
this, an automated system can be endowed with the feature to 
automatically create the DCC. As long as the data is recorded in 
the system in the digital format, the software can automatically 
create the calibration certificate, according to the issuer 
regulations. In most cases the data can be saved in local files with 
various formats, human readable or machine readable.  

There are several formats and several approaches in the 
literature for creating a DCC [7]. There are various information 
to be recorded in the certificate and various users of it. The 
certificate must respect norms and regulations and maintain 
traceability. An analysis of digital formats reveals several 
advantages for Blockchain based DCCs. In [8] the authors 
describe the possibility of generating the DCC from Excel, taking 
benefits from the programming environment built in. In [9], the 
authors present several variants of saving the DCC in pdf format 
for various fields like VNA, electrical energy, or acoustics. The 
pdf file may have attached the digital calibration certificate.  

In [10], the authors describe how to make DCC in XML 
format with 4 layers: administrative, results, individual 
information and optional attachment (pdf), considering the case 
of sensor networks. The digital signature is also considered.  

For using DCCs, an infrastructure is needed [11] that must be 
distributed [12]. Security issues must be provided that prevent 
the information to be altered.  

An internal report from NIST makes a detailed analysis of 
Blockchain overview with respect to the metrology area, 
emphasizing the benefits and the weaknesses [13]. A Blockchain 
system is not exactly immutable, requiring governance that must 
be trusted. The data recorded must correspond to the real world. 
Transactions that are not yet included in a block are vulnerable 
to attacks and vulnerable to malicious users.  

Some applications for the Blockchain technology have been 
emphasized in [14]: decentralized audit trail (the instrument 
communicates that the calibration parameters are not proper 
anymore), parameters update with agreement from the user, 
public keys for manufacturers and NMIs, or billing system.  

In conclusion, according to this short analysis, calibration is 
one of the activities requesting traceability, allowing the 
connection with the primary standards, the needs of DCCs and 
the advantages of using the Blockchain technology in metrology. 
The present paper brings as novelty the direct generation of the 
DCC during an automated calibration together with saving it as 
a Blockchain transaction. A short description of the used 
Blockchain network is presented in Section 2, followed by the 
description of the hardware and software application performing 
the automated calibration, DCC generation and its embedding in 
the Blockchain in Section 3 and ending up with some results in 
Section 4 and conclusions in Section 5. 

2. BLOCKCHAIN NETWORK ARCHITECTURE AND SPECIFIC 
TRANSACTION BLOCKS 

As per IBM’s definition, Blockchain is a shared, immutable 
ledger that facilitates the process of recording transactions and 
tracking assets in a business network.  

All these transactions are stored in blocks of data, using 
complex cryptography functions. Each block contains a 
cryptographic hash of the previous block, a timestamp, and the 
transaction data (generally represented as a Merkle tree) as in 
Figure 1. Once a transaction is executed, all the data remain in 
the Blockchain permanently. You cannot alter, modify, copy or 
delete it but you can only distribute it. 

In order to migrate the Digital Calibration Certificate on 
Blockchain, we built a private permissioned Blockchain 
infrastructure with 3 private full nodes, an API and a web 
platform acting as smart asset management tool like in Figure 2. 
A full node can be seen as a server in a decentralized network. It 
keeps the consensus between other nodes and verifies the 
transactions. It also stores a copy of the Blockchain, thus being 
able to securely enable custom functions such as instant send and 
private transactions. 

Our Blockchain is based on the X15 algorithm, a hybrid 
between POW (Proof of Work) and POS (Proof of Stake) 
consensus mechanism [15]. Thanks to its energy efficiency, it can 
even run on a Raspberry PI2. POS is a type of consensus 
mechanism used in blockchain networks for validating 
transactions and creating new blocks.  

When using PoS, instead of miners competing to solve 
complex mathematical problems to create new blocks (as in PoW 
based networks), validators are chosen to create new blocks 
based on the amount of cryptocurrency they hold and are willing 
to "stake" (i.e. lock up) as collateral.  

 

Figure 1. Blockchain block simplified.  

 

Figure 2. Local Blockchain node simplified. 
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When a validator wants to create a new block, they must first 
stake a certain amount of cryptocurrency, which acts as a form 
of collateral. The more cryptocurrency a validator stakes, the 
higher their chances of being chosen to create a new block.  

Once a block is created, the validator receives a reward for 
their work, proportional to the amount they staked. If a validator 
is found to be acting maliciously or attempting to cheat the 
system, their stake can be taken away as a penalty and his work 
is excluded from that specific block. It uses 15 hashing 
algorithms that are consecutively carried out one after another. 
We also built its associated Windows and Linux wallets from 
which we can natively monitor all the transactions. The 
infrastructure has been built to run on P2P Port: 10218 and 
accept commands only on RPC Port: 20208. This specific 
Blockchain feature also adds an extra layer of security.  

Some APIs were built using the opensource 
jsonRPCClient.php - a simple php class that implements Json 
RPC client over raw tcp.  

The asset management tool works in parallel with the 
LabView Dashboard and allows the user to create a Blockchain 
identity for the measurement instrument. Basically, it uses a 
specific function, “getnewaddress” from jsonRPCClient.php in 
order to remotely connect to the main wallet and store the 
instrument’s details (such as name and serial) as metadata in a 
single transaction. The Blockchain address attached to the 
instrument is converted to a QR code for a better portability. 
This process is basically the creation of the smart asset on our 
infrastructure. Then, we use the newly created Blockchain 
identity to initiate transactions. Each transaction generates a 
unique transaction id (Figure 3). We use the "sendtoaddress" 
function and store the metadata in the "comment" argument, 
part of the function. The "comment" argument is kept in the 
main public wallet; it is not distributed over the network. This 
means that the only way you can see the metadata is by typing 
the correct transaction, which is a unique identifier. So, even 
though all transactions are public, the content of the DCC can 
be verified only if you have a valid transaction id. This type of 
architecture restricts any fraudulent transactions.  

The traceability aspect of the whole system is given by the fact 
that we can trace back in time every transaction and identify each 
measurement. This can be done directly from the wallet (as a 
native feature) or by accessing our smart asset management tool. 
Using the "listtransactions" function, we developed a method 
which allows us to check the previous calibration/measurements 
of the same instrument. This is achieved natively, from the wallet 
and also from our Web asset management tool. Having this 
functionality, it allows the system to have a full history of 
calibration/verification of the same instrument and also 

providing a secure method of storing and sharing data, protecting 
it from unauthorized access or modifications. This specific 
aspect also helps to reduce the cost of creating, maintaining, and 
distributing physical certificates.  

The LabView side of the project uses HTTPClient.lvlib to 
connect to the Blockchain API. It also collects the measured 
values and sends them to a specific address as metadata. The data 
is formatted as .XML before embedding it to Blockchain, which 
offers an alternative in future verification.  

We designed the system in such a way that once the Labview 
application runs, it automatically correlates the serial number of 
the Data Acquisition card with its associated Blockchain wallet 
address. We achieved this by using the "getaccountaddress" 
native function that returns the wallet address of a previous 
created account. All these actions happen on the wallet, being 
stored locally on the main wallet.  

This particular approach offers an extra degree of anonymity 
and low-cost of transactions in the peer-to-peer (P2P) 
Blockchain network compared to those in the real world. 

3. DESCRIPTION OF AUTOMATED CALIBRATION SYSTEM – 
HARDWARE AND SOFTWARE OVERVIEW 

For proving that it is possible to store the DCC as a 
transaction using Blockhain technology, an automated 
calibration system has been created to perform both the 
measurement and the DCC generation, as shown in Figure 4. It 
consists of standard source and the DUT, both connected to a 
host PC running the specific software developed in LabView. 

The DUT is a multifunction NI USB 6008 data acquisition 
card. It has 8 analog inputs with 2 types of input connections: 
differential (DIFF) and single ended (RSE). The technical data 
for the DAQ card are listed in Table 1. It provides a resolution 
of 12 bits on the differential input and 11 bits on single ended 
input and relatively high maximum permissible errors. The DAQ 
is connected at the host PC using the USB interface.  

The programmable voltage source Keithley 6487 (a 
picoammeter with built-in voltage source) is connected to the PC 
through the GPIB interface and it is driven using SCPI 
commands. In order to demonstrate the feasibility of an 
automated verification and DCC generation system, a virtual 
instrument has been developed in LabView. It is designed to 

 

Figure 3. Blockchain transaction details. 

 

Figure 4. The schematic of the calibration system. 

Table 1. NI USB 6008 absolute accuracy specifications (25°C) in mV. 

Input 
type 

± 20 V ± 10 V ± 5 V ± 4 V ± 2.5 V ± 2 V ± 1.25 V ± 1 V 

RSE - 14.7 - - - - - -  

DIFF 14.7 7.73 4.28 3.59 2.56 2.21 1.70 1.53 
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allow the creation for each instrument of its own identity in the 
specified wallet. If it has not already one, it must be set up and 
run the verification process. At the end, the resulting data must 
be saved in the Blockchain network as transactions. The data is 
also saved in readable format in local .txt files. The process is not 
really fully automated, as the operator must change the input 
connection when the RSE connection is tested.  

The front panel of the VI is presented in Figure 5. If the 
instrument to be calibrated is not yet registered as a smart asset 
or it was not verified before using the system, the operator can 
choose the tab "Smart asset creation". In Labview, each data 
acquisition device gets a device number which can be found in 
the Measurement and Application Explorer . After inserting the 
"Device no", the program will query the device and will get its 
serial number and board name. It will concatenate the two 
strings, will call the Blockchain platform to create a wallet for the 
device using the “getnewaddress” API and will return the wallet 
address as shown in Figure 5 left (like MMZo6BKSvw 
JhMJZ2vvGMGyaA8fexGwmE4C). The new address will 
appear also in the wallet application. The user has to copy this 
and paste it in the corresponding field in the Calibration tab.  

Moving to the "Calibration tab" (Figure 5. right), the operator 
must fill in the fields for the certificate header, as for example: 
the certificate number (Certificate no), the certificate issuer name 
(Institution), the operator name (Operator), the customer name 
(Customer) and the comments field (Comments). The header 
can be customized following the lab wishes and regulations with 
various fields. Next, the operator must setup the connection type 
(input terminal configuration), the scale limits (Limits) for each 
desired scale and GPIB address of the standard source. The 
environmental conditions can be specified as an input field 
(T&H). If the room is environmentally controlled or they can be 
measured using a remote environment monitor station, the 
values can be automatically inserted into the field. Before starting 
the instrument, the operator has to fill in the wallet address of 
the instrument to be verified (Wallet address), if it already has 
one, or paste it after it was created in the "Smart asset creation" 
tab. Once the DUT and the standard source are connected and 
all the control fields are filled in, the operator can start the 
verification process by pressing the button “Start”. 

The first task is to read the instruments IDs and serial 
numbers directly from their firmware, which will be added to the 
certificate. After the instruments are initialized with the working 
parameters, the process is started. Depending on the number of 

points per scale and on the number of scales the process will take 
a while. For the present approach we set a number of 20 points 
per scale and 8 scales. The sampling frequency is set to 1 kHz 

and 𝑛 = 1000 samples to acquire. The acquired values are 
processed for each test point in order to calculate the arithmetic 
mean and the standard deviation: 

𝑈mean =
1

𝑛
∑ 𝑈𝑘

𝑛

𝑘=0

,   𝑠(𝑈𝑘) = √
1

𝑛
 ∑(𝑈𝑘 − 𝑈mean)2

𝑛

𝑘=0

 (1) 

where 𝑈𝑘 are the measured values for a single test voltage, while 
the type A uncertainty is calculated as the experimental standard 
deviation of the mean value: 

𝑢A = 𝑠(𝑈mean) = 𝑠(𝑈𝑘) √𝑛⁄  . (2) 

Type B evaluation of the measurement uncertainty may also 
be characterized by standard deviations, which will be evaluated 
from the probability density functions based on experience or 
other information, as reported in GUM [Evaluation of 
measurement data—Guide to the expression of uncertainty in 
measurement, JCGM 100:2008]. The combined uncertainty and 
the expanded uncertainty are calculated as: 

𝑢C = √𝑢A
2 + 𝑢B

2  , 𝑢E = 𝑘 ∙ 𝑢C , (3) 

where 𝑘 is the coverage factor (𝑘 = 2 for a probability of 95%). 
In the current application, only the type A uncertainty is 
considered as resulting from the experimental verification.  

The virtual instrument flow is presented in Figure 6. After the 
initial setting of various parameters, it runs 3 loops. The inner 
one takes the measurements for each test point 1000 times and 
calculates the uncertainty, the middle one runs for each test point 
and the outer one runs for each range. The data is written in the 
local file after each test point, while the transaction containing 
the DCC is sent after each range.  

The header of the Calibration certificate has to be flattened 
into XML string. Because that some special characters are not 
allowed in this format of Blockchain, they have to be removed 
from the instrument identification string and replaced with 
underscores or dots. 

  

Figure 5. The front panel of the virtual instrument: left - The “Create smart asset” Tab; right - the Calibration Tab. 
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4. RESULTS 

In our experiment 10 DAQ cards were tested for all 
measuring ranges on the differential input and for the single 
range on the RSE input. Their DCCs were saved in the 
Blockchain network as transactions. Each tested scale has its own 
DCC embedded in one transaction.  

The results are presented in Table 2 for differential input base 
scale ± 10 V, for the lowest scale ± 1 V and for RSE input.  

Maximum values from all 10 tested DUTs for each test point 
for the combined uncertainty are presented. As it can be seen, 
the values are below 6.35 mV, which is lower than the absolute 
accuracy value of 7.73 mV given by the producer for the base 
scale ± 10 V. For the lowest scale, ± 1 V, the combined 
uncertainty is maximum 1.15 mV, slightly under the absolute 
accuracy limit of 1.53 mV given by the producer. This might be 
produced by the standard source whose lowest output scale is 
± 10 V and the accuracy according to the datasheet is 0.1% of 
output voltage + 1 mV. This means that for 1 V output voltage, 

the absolute accuracy is maximum 2 mV. For the RSE input the 
values are under the limit of 14.7 mV.  

The behaviour of the maximum and minimum Type A 
uncertainties are depicted in Figure 7. The DIFF series 
represents the behaviour of the differential input for the base 
scale ± 10 V, while the RSE series is the behaviour for RSE 
input. The minimum limit is for both below 40 µV, while the 
maximum type A uncertainty is double for RSE (160 µV) than 
DIFF. As resulted the Type A uncertainty is much lower than 
the type B uncertainty.  

5. CONCLUSIONS 

Usually, the structure of National Metrology Institutes (NMI) 
involves a central unit and a number of territorial subsidiaries. 
Each one can be possess an own wallet in the private 
permissioned Blockchain infrastructure. Each wallet is associated 
to a node located at subsidiary or at the central entity. They all 
make up the Blockchain network (Figure 8). The nodes in the 
network are constantly synchronizing in between, as long as the 
Internet connection is available. If for some nodes the 
connection is temporarily broken, after its restoration, the node 
will send the transactions realized in the meantime in the network 
and each node will validate each transaction. As a closing 
takeaway, here are 5 benefits for metrological applications using 
blockchain:  

- Improved security and authenticity: Blockchain technology 
ensures that once a certificate is added to the Blockchain, it 
cannot be altered or tampered with, providing a tamper-proof 
and secure method of recording and sharing calibration data.  

 

Figure 6. The virtual instrument flow diagram.  

Table 2. NI USB 6008 absolute accuracy specifications (25 °C) in mV. 

Scale factor -1 -0.8 -0.6 -0.4 -0.2 0 0.2 0.4 0.6 0.8 1 

DIFF ± 10 V 6.35 5.19 4.04 2.89 1.73 0.58 1.73 2.89 4.04 5.19 6.35  

DIFF ± 1 V 1.15 1.04 0.92 0.81 0.69 0.58 0.69 0.81 0.92 1.04 1.15  

RSE ± 10 V 6.35 5.19 4.04 2.89 1.73 0.58 1.73 2.89 4.04 5.19 6.35 

 

Figure 7. Type A uncertainty for the base scale ± 10 V.  

 

Figure 8. The Metrology Blockchain network.  
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- Traceability: Blockchain allows for the tracking of the 
calibration certificate throughout its lifecycle, providing 
transparency and traceability which can be useful for regulatory 
compliance and quality control.  

- Reduced cost and efficiency: Blockchain-based digital 
certificates can help reduce the cost of creating, maintaining, and 
distributing physical certificate and increasing efficiency.  

- Better accessibility: Digital certificates stored on the 
Blockchain can be easily accessed and shared, eliminating the 
need for physical certificates, reducing risks of loss or damage.  

- Greater standardization: The use of Blockchain technology 
in creating DCCs can also help promoting standardization and 
consistency in metrology, as data stored on the Blockchain can 
be easily shared and compared across different organizations.  

When a new instrument is calibrated by an entity in territory, 
it must have its own identity in the entity wallet. Its identity can 
be created as a unique label in the entity wallet. This will 
correspond to an own address in the wallet for the instrument 
(Figure 9). Each transaction is sent inside the same wallet, but 
the transactions are visible in the whole network.  

If the instrument has been calibrated before, it already has a 
label and respectively an address. The calibration software is 
checking the existence of the label corresponding to its name and 
serial number. It interrogates the instrument, gets its name and 
serial number and then asks the wallet for its address. If there is 
not a match, it returns an error and the operator has to create the 
address. If the calibration software finds a match, it uses that 
address for the following transactions. 

Each transaction contains a DCC for a single range. This has 
been chosen in the present approach because the comment field 
that carry the DCC information is limited to a number of 
characters. The DCC is structured as an XML format being 
stored in the comment of the transaction. For the verification of 
an instrument with multiple functions and scales, there will be 
several transactions (Figure 10). In our case, there are 9 
transactions for each instrument (9 available scales).  

In conclusion, the Blockchain technology shows promising 
possibilities for metrological applications. It can securely store 
the DCC, can keep all the certificates issued for an instrument 
and can assure the traceability as long as the standard has its own 
address which might have a DCC in the network. The DCC can 
be generated without the intervention of the operator, with 
custom software, guaranteeing the validity of the results, 
minimizing the possibility to fake them.  

On the other hand, we plan for future upgrades including a 
full audit of the calibration process, meaning that every local and 
national authorized authority can release a DCC for any 

instrument/standard device. This way one can trace back in time 
and check how a specific instrument has been authorized by a 
local authority and follow the traceability chain.  

A second aspect of future upgrades includes a secure login 
feature for the Web Asset management tool that manages the 
enrolment in our private-permissioned infrastructure and also 
access to read/write data. This basically translates into a simple 
background check of the provided identification data and 
allocation of a wallet address.  

We also believe that data portability and authenticity is crucial 
in delivering a DCC, hence we plan a third module that facilitates 
a digital signature of the exported certificate as PDF file. This 
feature stores the private key of the digital signature certificate 
on Blockchain, eliminating the need of hardware security 
modules (HSM).  

The working module requires a small adjustment in order to 
comply to the European Commission eIDAS Regulation - 
https://digital-strategy.ec.europa.eu/en/policies/eidas-
regulation. 
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