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Abstract: The use of mobile apps due to the Covid-19 pandemic for the distance learning
process, learning media, entertainment, and payment instruments creates an awareness of
how urgently cyber security is needed in special education. Students, teachers, parents, and
therapists, in special education who has interests and have the responsibility data, must be
kept confidential or protected as the authenticity of their work, as well as the diversity of
levels of disability, trying to study in a systematic review through scientific journal
searches related to contemporary mobile authentication methods, authenticity. The review
was conducted through several scientific search engines and mobile apps. The results show
that authentication is a challenging study for mobile app (computing) developers but it is
not easy to facilitate the unique, diverse needs of disability, and the privacy of personal data
is still not following cyber security standards while the need for mobile apps in the health
and education sectors is growing rapidly.
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INTRODUCTION

Why does education need to be wary of cyber security? There are at least three basic reasons,
namely phishing, malware, and low awareness of cyber security. In 2017 a survey showed that
education, health and social services are second only to the financial sector which is
vulnerable to cybercrime attacks (https://www.savoystewart.co.uk/blog/sectors-really-
prioritising-cyber-security). In the 2021 survey, the education sector has even become the top
cyber attack due to the influence of the pandemic (https://www.cobalt.io/blog/top-
cybersecurity-statistics-for-2022) especially related to phishing attacks commonly occur
across email, mobile, social media, and phone calls. Cyber security vulnerability in education
is triggered by the use of mobile apps as a medium and learning process (Mkpojiogu et al.,
2021).

South-East Asia in the context of internet use in terms of number (10.23 hours per day
achieved by the Philippines, 3.19 hours for Indonesia, and 2.29 hours on average for other
countries in the world) and internet use for social media (4.49 hours per day achieved by the
Philippines, 3.19 hours per day in Indonesia, and 2.29 hours per day for the world). Countries
in Southeast Asia, including Indonesia, are recorded higher than the world average in terms of
internet access and social media (https://www.reportingasean.net/in-numbers-a-look-at-
southeast-asias-online-behaviour/). Ironically, 73.5% of the 533 parents of students with
disabilities in Indonesia admitted to having difficulty accessing the internet as a learning
medium, especially during a pandemic and parental learning involvement (Group, 2021;
UNESCO, 2021).

Best practice from several countries outside Southeast Asia with low socioeconomic
backgrounds, smartphones and mobile apps are used as good media, especially when it comes
to maintaining social distancing. The mobile app is a medium that can be used optimally and
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dynamically related to learning, telehealth or telemental health. The use of mobile apps in the
learning process during a pandemic requires integration between sectors such as health
(therapists, doctors, rehabilitation/clinics, caregivers); school (teachers, parents,
peers/community); as well as mobile app developers (computing and human factors). The
increasing implementation of education with special needs, especially in higher education,
inclusive schools, or homeschooling as providers of education with special needs and the
needs of the community for people with disabilities makes cyber security in the use of mobile
apps need to be studied in this review. What can be done about mobile apps for people with
disabilities?

Authentication is one of the cheapest and preventive ways related to cyber security. The
matter related to authentication behavior have become an interesting discussion for people
with disabilities because they are related to access, which is especially challenging for mobile
app developers. Basically, the need for authentication is access to declare user access with an
on time code for data security and internet network. In line with the survey results from
Savoy-Steward and Cobalt, this search was carried out through three sectors related to
authentication through mobile apps for disabilities, namely the sectors: computing, health, and
education.

METHOD

We used the search method of the Preferred Reporting Items for Systematic Reviews and
Meta-Analyses — PRISMA. The data is selected through four stages, namely: identification-
entering keywords in search engines; screening-choice of manuscripts according to the
intended theme; eligibility-by removing or sorting articles that are suitable and not
suitable/excluded for sure reasons; to included-to get articles that match what we want
(Moher et al., 2009). In the excluded process, the reasons for the inappropriate articles were
varied, including: there was an application development that did not explain authentication,
while another article developed an attractive authenticated mobile app that was not aimed at
users with disabilities.

Eligibility Criteria and Information Sources

In this review, a search was conducted from two study sources, namely: scientific writing
studies and mobile app studies related to criteria and information about disability. The search
was conducted through several search engines: ACM, Researchgate, Google Scholar, and
Sciencedirect, Eric, Springer, and Pubmed. The search is carried out by typing the keywords

"mobile app authentication for disability”, "special education”, "dyslexia", "cerebral palsy",
"Autism spectrum disorder", "alcoholic", "anxiety", "suicide", "dyscalculia", “dysgraphia”,
“elderly”, “negative emotion”, “grief’, divorce”, “spouse death”, depression, ‘“bipolar”,

“OTP”, “biometric”, “PIN”, “gesture”, etc.

Scientific Review

Inclusion criteria considered (1) target population: students with special need or disability; (2)
primary outcome measures that target specific psychological disorders or symptomatology
(i.e., anxiety, depression, social anxiety, stress, PTSD, alcohol abuse); (3) mobile app targeting
physical or medical conditions (e.g., dyslexic, dysgraphic, dyscalculia, mental health, autism,
cerebral palsy, etc.); (4) types of authentikasi through mobile applications (e.g. OTP, PIN,
password, biometric etc); (5) mobile app in; computing, health, and education; (6) literature
pertinent 2012-2022 year; (7) written in English; (8) published in the selected scientific
databases. Exclusion criteria consisted in (1) study protocols; (2) no authentication; (3) not for
disability, mental health, clinics, etc;
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Mobile App Review

Inclusion criteria considered (1) Available on PlayStore/AppStore; (2) Good rating (i.e, 4s);
(3) Ada keterangan (Education, Health, Community, etc); (4) Registry (username, password,
mobile number, etc); Authentication (password, otp, pin, email, etc). Exclusion criteria
consisted in (1) The system cannot be operated; (2) Non-Indonesian or English
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Figure 1. Flow Diagram Systematical Review

RESULT AND DISCUSSION

Result(S)

The theoretical basis in Mobile App development is the human factor approach. The human
factors needed are related to behaviour, physical characteristics, movement, cognitive, or
human emotions as users of the applications that are built. It is easy if these factors are owned
by the average person such as personal identity — name, place of residence, address, etc.;
ability to remember — date of birth, name of father or mother; pets, etc.; emotional expression
— laughing, smiling, frowning, etc. The challenge for mobile app developers is when the
human factor approach is only owned by some and even becomes a person's characteristic
because of a disability or condition. The challenge becomes more interesting when, for
example, an application for autism is developed. For example, the application development
described by Kumar, K. P. & Sivanesan, P. (Sandeep et al., 2022) is related to autism
spectrum disorder (ASD). The human factor principle used is when the subject experiences an
enthusiastic condition (interested or focused on one thing/object) so that the physician will
give signs or reactions, for example: squeezing, outward appearance, vocal gestures, signs and
positions, and eye. This happens because physically ASD needs to focus.

Application development for people with disabilities is not enough for pre-clinical
testing (with a certain time and amount) because of course it needs to be adjusted to the
complexity of the needs and feedback provided by users. For example in ASD which is also
accompanied by cerebral palsy or hyperactivity, where there is likely to be a more complex
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challenge related to changes in the pupil of the eye. This is a reasonable reason why an
application test stops at prototype testing.

Table 1 shows that the disability category is developed by application developers based
on human factors or existing situations and requires application and testing of prototypes to be
made. Authentication based on biometrics is something that attracts developers to make
prototypes for people with disabilities. It takes a fairly complex effort and requires a cross-
professional and disciplinary approach to be able to capture the needs of people with
disabilities. What should be understood that developers are very aware of disability is a
condition that the privacy and security of user data must be maintained. However, this remains
a challenge for application developers to solve the complexities of user/disability needs.

Table 1. Mobile App Developer for Disability

NO Category Author App Authentication
1 Memory & Cognitive  (Liebers & Schneegass, 2020) Audio & body reflection
2 Negative Emotion (Nicholson et al., 2013) Anger, Worthwhile, and Apprehension
3 Elderly/Parkinson/Tr  (Kieran et al., 2022) Feet authentication
emor & DASH (Qiu et al., 2019) Swipe
(Fuglerud & Dale, 2011) OTP
(Island & Lewis, n.d.) Glass Device (VR)
(Igbal et al., 2020) Fingerprint & GPS
4 Dyslexia (Renaud et al., 2020) OTP & password (assisstive tech.)
5 Visual Impairment (Warnars et al., 2021) Braille ((assisstive tech.)

Searching journals related to the use of mobile apps in the health sector is quite time
consuming. This is due to the difference in health on a large scale or can be classified as
general to clinical-based application development. The basis for classifying disability is based
on principles in the clinical field, namely: health promotion, intervention, and curation.

The use of mobile apps in the pandemic era has also triggered several clinical actors in
the pandemic era for reasons of social distancing and health services. There are two
applications that are widely used in health monitoring or surveys, namely m-Health apps for
general data collection from the respondents being studied. General data such as biodata,
physical data, to disease monitoring such as in the long term of more than three months can be
done. Regarding disability, this application can still be used, especially for long-term
monitoring related to care monitoring of disability conditions, identification of accessibility, to
complaints of people with disabilities in the pandemic era.

The use of mobile apps in the field of clinical intervention arises when a disabled
community needs services or assistance (eg alcoholics, Alzheimer's sufferers, cerebral palsy,
athletes, young mothers in order to learn to care for newborns or community mothers from
rural or social backgrounds low-income families who require certain education) as well as
interactive between community members and therapists. Apps in this category can also be
useful for analysts to identify phrases or tweets that indicate abnormal or harmful behavior
(suicide/depression).

A mobile app for the curation category is needed for people with disabilities who are in
a condition of recovery, close monitoring, or rehabilitation. Monitoring pediatric patients who
specifically require personalized counseling and intervention is assisted by this mobile app.
Types of disability and services that appear in this category are coping strategies, consultation
with experts in critical situations, as well as interactive between therapists/doctors/experts and
caregivers or families in dependent conditions (unconscious, depression and suicide attempts,
or critical situations).
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Table 2. Mobile App for Health Disability

NO Category Author Model
1. Promotion/Mental (Dantas et al., 2020) Survey & health needs
Health/Education/Pre  (Nicholas et al., 2017) Survey & needs identified
ventif (Christy & Pillai, 2021) Communication
(Barbaro & Yaari, 2020) Communication
(Macmillan Uribe et al., 2021) Education & communication
Fun education
(Christakis et al., 2019) Accessibility
(Radcliffe et al., 2021)
2 Intervention of Risk  (Werner-Seidler et al., 2020) Interactive
Behavior (Jiam et al., 2017) Interactive
(Kantorski et al., 2020) Interactive
(Omaki et al., 2017) Enrich languages
(Christakis et al., 2019) Interactive
(Garcet al., n.d.) Depression analysis or suicidal tendencies
from comments or complaints
3 Curation/Rehabilitati  (Zhang et al., 2020) Interactive

on/Recovery

(Gupta et al., 2018)
(Dombhardt et al., 2021)

Critical situation
Communication

(Meheli et al., 2022) Meheli, S. Personalize
(Lem et al., 2021). Emphaty
(Brodbeck et al., 2021) Coping

(Dulin et al., 2021)
(Braund et al., 2022)

Long term monitoring
Long term monitoring

In the pre-pandemic era, this application was intended for personal assistance in critical
situations so that users needed prompts or detailed guidance. Video on camera is needed to
facilitate the remote process. In its development, mobile apps in this category are mostly used
for assistance that requires high priority and secures privacy, so that users can personally
disclose their secrets without having to provide their identity. In its development, users can
choose a therapist or doctor according to their character or choice without having to share their
identity even without a login and password. In terms of confidentiality and authentication, the
developer hides the user's number and authentication is only enough to write a pseudonym or
first name. There is no registration process for the installation of this application.

Regarding the user and the type of disability, this category is used for children with
Down syndrome who need to be on camera to practice speaking and interacting with the other
person or therapist. Face to face support (on camera) is also needed to assist users in situations
of grief due to a spouse death or divorce.
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Table 3. Mobile App for Special Need/Education

NO Category Author Model
1 Community (Zamin, 2019) Interactive & feeling expression
Development/Partisipat
ion
2 Knowledge/Academic  (Laamanen et al., 2021) Assessment
(Whitelock et al., 2020) Assessment
(Uotinen et al., 2021) Assessment
(Madeira et al., 2015) Knowledge
(Sung, 2020) Academic
(Muhammad Faizan Khan et al.,  Spelling
2017)
(Cahyana et al., 2021) Integrated learning
(Novia et al., 2021) Learning engagement
(Bouck et al., 2018) Manipulation
(Vieira et al., 2018) Literacy
(Rahim et al., 2018) Enhancing
(da Silva et al., 2018) Improvement
(Abid et al., 2019) Improvement
(Ariffin et al., 2019) Improvement
(Ozbek, 2021) Fun learning
(Reynolds & Joseph, 2021) Improvement
(Arias-Marreros et al., 2020) Improvement
(Larco et al., 2021) Learning process
(Eroglu et al., 2021) Improvement
3 Care & (Rabih Nabhan & Nouhad Self confidence enhancing
Wellbeing/Support Kamel, 2021)
(Mohamed Zain & Mahmud, Interaction & support learning
2018)
(Wang et al., 2018) Support
4 Outcome & (SHAH, 2020) Self report
Qualification/Society (Lynch et al., 2022) Self efficacy
(Xie et al., 2018) Inclusion

The basis for categorizing mobile app development in the field of special education in
table 3 comes from the principle of inclusive education (Molbaek, 2018). Why use inclusive
education categorization? The mobile app that was developed for Special Need/Education is
basically for self-development and also for interacting with other people (non-disabled and
people with different types of disabilities). Most of the development of mobile apps is in the
academic field, especially for the purpose of fun learning and self-development. By writing
down learning difficulties in the field of basic literacy, specific results are obtained for
application development, especially related to development for dyslexia, dysgraphia,
dyscalculia.

The search from the mobile app for special needs/education can be seen in table 4.
Authentication analysis uses the Standards from the National Institute of Standards and
Technology (NIST) Special Publication (SP) 800-63 because it can analyze private and
individual organizations and even governments in several cyber defense domains.
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Table 4. PlayStore for Special Need/Education Analysis

NO Mobile App Mail Passw OoTP PIN Saving Standar NIST
Verific ord Personal SP 800-63
ation Data

1 Marbel Fauna 4D — - - - - - -
Flashcard
Augmented Reality

2 Marbel Huruf 4D — - - - - - -
Flashcard
Augmented Reality

3 The Autism Helper - v - - v -

4 Psikologimu - v v - v v

5 Terapi Wicara - - - - - -

Domain 2
6 Evaluation - - - - - -
Checklist (ATEC)
ASD
7 Aplikasi Sehat Jiwa - - - - - -
New
8 Procare: Childcare 4 v - - v v
App
9 Khan Academy v v - - v v
Kids
10 Teman Bumil 4 4 - - v v
11 Aku Pintar - v v v - v v
Aplikasi
Pendidikan
Terlengkap
12 Teman Diabetes - 4 - - v v
13 Peduli Lindungi v - 4 - v v
14 Otsimo - v - - . .
15 M-Health - v - - v -

The final result of the search lies in the NIST SP 600-83 standard test. It appears that
both the product's mobile app in Indonesian and in English, even though it is available on the
PlayStore/AppStore, is not necessarily up to standard. This answers curiosity about the
purpose of making this review regarding whether cyber security in the development of mobile
apps for disabilities is urgent? The answer is very urgent. The main urgency has actually been
seen in the results of the Cobalt survey which showed that the pandemic resulted in an
increase in the use of the internet, especially mobile apps for the learning process, so that the
survey results led to cyber attacks in the education sector at the top.

The results of a review of scientific writings and several car apps show that the findings
of mobile apps that are not standardized by NIST SP 600-83 further show that mobile app
authentication for people with disabilities is urgent. As has been explained in the purpose of
making authentication standards and how personal data including photos and videos both in
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the authentication process and as personal data are increasingly attractive to the field of
computing (application development). Meanwhile in the health sector (in its development,
telehealth began to develop using health-based applications and clinical or community
interests to develop interaction and confidentiality as well as personal assistance), as well as
education which also requires protection related to personal data to theft of work, then of
course in development. In the future, cyber security guarantees are very much needed.

CONCLUSSION

Authentication of mobile apps used by persons with disabilities or parties related to services
for special needs/education in the context of application development, health, or education is
very urgent, especially because the massive use of the internet during a pandemic makes these
three areas vulnerable to cyber security attacks. This initial awareness is very much needed to
be able to protect yourself from fraudulent phone calls, to the misuse of personal data,
especially for people with disabilities.
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